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=4>4$53?:@03$ 
A)$B#A<A6C03$4D99E(.BF;<G"3$4/H$C84344*/$I.6'(J3/4."63KL 

=.M.  +22& 
 

 

   FN*6=(.B8(<'B5  E.4.   
G!#OA#  P  A;"/01  +&  K6I!$Q*  =.M.  +22& 

'ER"ES/01  T2  G"4;53$(EU7789;" 

=4>9$/K*'BJ7=4>E4*6"/4*!$FN*6=(.B8(<'B5  *0=4>94*4$5V.I3$4VE4B'3(#$  W   

G!#E4>3$MA)$ 
VB</01'ER"3$4K*QA43H$!"BA6C03$4D99E(.BF;<G"3$4/H$C84344*/$I.6'(J3/4."63KL 
.$M;<.H$"$7-$*QA$*G"*$-4$  %X,  Y.I4;ZC44*"N[D!)I4$5.$P$7;34O/<  D(>*$-4$  +2  

D!)I=4>4$59;[[;-6A)$B#A<C84344*/$I.6'(J3/4."63KL  =.M.  +2\\  .;"'ER"3@!*$</01*09/9;[[;-6
9$IE4>3$4'301<A3;93$47H$3;BK6/C6D(>'K40F$=Y.I98QQ(  ]̂1I*$-4$  +_  E4>3.93;9*$-4$  \&  

Y.I4;ZC44*"N[D!)I4$5.$P$7;34O/<  9;[[;-6G!#34>/H$OB#VB<.$M;<.H$"$7-$*9/9;[[;-6 
D!)I3@!*$<  7̂I/4I=4>348P$VE4B'3(#$ W  G!#-4$=4>4$53?:@03$Ỳ̂"OA#  B;I-).OE"0` 

*$-4$ % =4>4$53?:@03$"0`'40<3A)$  “=4>4$53?:@03$A)$B#A<A6C03$4D99E(.BF;<G"3$4
/H$C84344*/$I.6'(J3/4."63KL  =.M.  +22&” 

*$-4$ + =4>4$53?:@03$"0`G!#G5#9;IQ;9'*a1.=#"3H$!"B!"^1I4#.<DEBK69A;"";9D-) 
A;"E4>3$MG"4$53677$"8'93:$'ER"-#"OE 
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*$-4$ & G"=4>4$53?:@03$"0` 
“A6C03$4D99E(.BF;<”  !*$<QA$*A)$   A6C03$4D99E(.BF;<G"3$4/H$C84344*/$I

.6'(J3/4."63KL 
“/4;=<LK6"K$4K"'/M”  !*$<QA$*A)$   
(%) 4>99'Q4a.Y)$<Q.*=6A'-.4L  4>99Q.*=6A'-.4L  4>99I$"Q.*=6A'-.4L  D(>4>99

K$4K"'/M 

(+) -;A'Q4a1.IQ.*=6A'-.4L  .8E34PLQ.*=6A'-.4L  'Q4a1.I9;"/^3Y#.*N(  D(>.8E34PL.a1"GB   

(&) Y#.*N(K$4K"'/M  Y#.*N(.6'(J3/4."63KL  D(>Y#.*N(Q.*=6A'-.4L 
“QA$**;1"QIE(.BF;<Y.I4>99K$4K"'/M”  (information  security)  !*$<QA$*A) $   

3$4Eb.I3;"/4;=<LK6"K$4K"'/M7$33$4'Y#$c^I  G5#  'EdB'e<  Y;BYA$I  'E(01<"DE(ID3#OY  /H$G!#KN[!$<  
/H$G!#'K0<!$<  cN3/H$($<  !4a.()AI4N#VB<*65.9   

“QA$**;1"QIE(.BF;<B# $"946!$47;B3$4”  (administrative  security)  !*$<QA$*A) $   
3$434>/H$G"4>B;9946!$4VB<3$47;BG!#*0"V<9$<  *$-43$4  !(;3'3PfL  !4a.34>9A"3$4GB  g   

'=a1."H$*$G5#G"34>9A"3$4Q;B'(a.3  3$4=;h"$  3$4"H$OEG5#  !4a.3$49H$48I4;3:$/4;=<LK6"K$4K"'/M
G!#*0QA$**;1"QIE(.BF;< 

“QA$**;1"QIE(.BF;<B#$"3$<F$=”  (physical  security)  !*$<QA$*A)$  3$47;BG!#*0"V<9$<  
*$-43$4  !(;3'3PfL  !4a.34>9A"3$4GB  g  '=a1."H$*$G5#G"3$4Eb.I3;"/4;=<LK6"K$4K"'/M   

K61IE(N3K4#$I  !4a./4;=<LK6".a1"GB7$33$4Q83Q$*Y.I98QQ(  F;<C44*5$-6  .89;-6F;<  !4a.F;</$I3$<F$=.a1" 

“3$44;3:$QA$*(;9”  (confidentiality)  !*$<QA$*A)$  3$44;3:$!4a.KIA"OA#'=a1.Eb.I3;"
4>99'Q4a.Y)$<Q.*=6A'-.4L  4>99Q.*=6A'-.4L  4>99I$"Q.*=6A'-.4L  4>99K$4K"'/M  Y#.*N(K$4K"'/M  
Y#.*N(.6'(J3/4."63KL  !4a.Y#.*N(Q.*=6A'-.4L7$33$4'Y#$c^I  G5#  !4a.'EdB'e<VB<98QQ(]̂1IO*)OB#4;9
."8[$- 

“3$44;3:$QA$*Q49c#A"”  (integrity)  !*$<QA$*A)$  3$4BH$'"6"3$4'=a1.G!#Y#.*N(K$4K"'/M  

Y#.*N(.6'(J3/4."63KL  !4a.Y#.*N(Q.*=6A'-.4L.<N)G"KF$=K*9N4PLYP>/01*03$4G5#I$"  E4>*A(e(  V."  

!4a.'3J94;3:$  '=a1.*6G!#*03$4'E(01<"DE(ID3#OY  /H$G!#KN[!$<  /H$G!#'K0<!$<  !4a.cN3/H$($<VB< 
O*)OB#4;9."8[$-!4a.VB<*65.9 
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“3$44;3:$KF$==4#.*G5#I$"”  (availability)  !*$<QA$*A)$   3$47;B/H$G!#/4;=<LK6"
K$4K"'/MK$*$4c/H$I$"  'Y#$c^I  !4a.G5#I$"OB#G"'A($/01-#.I3$4 

“VQ4IK4#$I=a`"Z$"KH$Q;[Y.IE4>'/M”  (critical  infrastructure)  !*$<QA$*A)$  944B$!")A<I$"
!4a..IQL34  !4a.K)A"I$"!"^1IK)A"I$"GBY.I!")A<I$"!4a..IQL34  ]̂1IC84344*/$I.6'(J3/4."63KL
Y.I!")A<I$"!4a..IQL34  !4a.K)A"I$"Y.I!")A<I$"!4a..IQL34";`"  *0e('301<A'"a1.IKH$Q;[-). 

QA$**;1"QI!4a.QA$*KI9'40<94#.<Y.IE4>'/M  !4a.-).K$C$4P5" 

*$-4$ \ A6C03$4D99E(.BF;<*0K$*4>B;9  B;I-).OE"0` 
(%) 4>B;9'Q4)IQ4;B   

(+) 4>B;93($I   
(&) 4>B;9=a`"Z$"   

*$-4$ 2 A6C03$4D99E(.BF;<-$**$-4$  \  G!#G5#KH$!4;93$4/H$C84344*/$I.6'(J3/4."63KL  
B;I-).OE"0` 

(%) C84344*/$I.6'(J3/4."63KL]̂1I*0e(34>/9-).QA$**;1"QI!4a.QA$*KI9'40<94#.< 
Y.IE4>'/M  !4a.-).K$C$4P5" 

(+) C84344*/$I.6'(J3/4."63KLY.I!")A<I$"!4a..IQL34  !4a.K)A"I$"Y.I!")A<I$" 

!4a..IQL34/01ca.'ER"VQ4IK4#$I=a`"Z$"KH$Q;[Y.IE4>'/M 

*$-4$ T G!#QP>344*3$4E4>3$M3H$!"BE4>'F/Y.IC84344*/$I.6'(J3/4."63KL   
!4a.!(;3'3PfL3$4E4>'*6"4>B;9e(34>/9Y.IC84344*/$I.6'(J3/4."63KL-$**$-4$  2  (%)  ]̂1I-#.I
34>/H$-$*A6C03$4D99E(.BF;<G"4>B;9'Q4)IQ4;B  4>B;93($I  !4a.4>B;9=a`"Z$"  D(#AD-)34P0   
/;`I"0`  VB<G!#QH$"^Ic^I4>B;9QA$*'K01<I-).QA$**;1"QIE(.BF;<Y.I4>99K$4K"'/M  e(34>/9-).*N(Q)$
D(>QA$*'K0<!$</01eN#G5#9463$4.$7OB#4;9  4A*/;`Ie(34>/9-).'M4:Z367D(>K;IQ*Y.IE4>'/M 

G!#QP>344*3$4E4>3$M3H$!"B4$<5a1.!4a.E4>'F/Y.I!")A<I$"!4a..IQL34  !4a.K)A"I$" 

Y.I!")A<I$"!4a..IQL34/01ca.'ER"VQ4IK4#$I=a`"Z$"KH$Q;[Y.IE4>'/M-$**$-4$  2  (+)  ]̂1I-#.I34>/H$
-$*A6C03$4D99E(.BF;<G"4>B;9'Q4)IQ4;B  4>B;93($I  !4a.4>B;9=a`"Z$"  D(#AD-)34P0   

*$-4$ , A6C03$4D99E(.BF;<-$**$-4$  \  G"D-)(>4>B;9  G!#*0*$-4Z$"3$44;3:$
QA$**;1"QIE(.BF;<Y.I4>99K$4K"'/M-$*!(;3'3PfL/01QP>344*3$4E4>3$M3H$!"B   
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VB<*$-4Z$"B;I3()$AKH$!4;9A6C03$4D99E(.BF;<G"D-)(>4>B;9";`"  .$7*03$43H$!"B!(;3'3PfL 
/01D-3-)$I3;"-$*QA$*7H$'ER"  D-).<)$I"#.<-#.I*03$43H$!"B'301<A3;9!(;3'3PfL  B;I-).OE"0` 

(%) 3$4K4#$IQA$**;1"QIE(.BF;<B#$"946!$47;B3$4 
(+) 3$47;BVQ4IK4#$IB#$"QA$**;1"QIE(.BF;<Y.I4>99K$4K"'/M  G"K)A"3$4946!$4

7;B3$4B#$"QA$**;1"QIE(.BF;<Y.I4>99K$4K"'/M  /;`IF$<G"D(>F$<".3!")A<I$"!4a..IQL34 
(&) 3$4946!$47;B3$4/4;=<LK6"K$4K"'/M 

(\) 3$4K4#$IQA$**;1"QIE(.BF;<Y.I4>99K$4K"'/MB#$"98Q($34 
(2) 3$4K4#$IQA$**;1"QIE(.BF;<B#$"3$<F$=D(>KF$=DAB(#.* 

(T) 3$4946!$47;B3$4B#$"3$4Ka1.K$4D(>3$4BH$'"6"I$"Y.I4>99'Q4a.Y)$<Q.*=6A'-.4L  
4>99Q.*=6A'-.4L  4>99I$"Q.*=6A'-.4L  D(>4>99K$4K"'/M 

(,) 3$4QA9Q8*3$4'Y#$c^I4>99'Q4a.Y)$<Q.*=6A'-.4L  4>99Q.*=6A'-.4L  4>99I$"Q.*=6A'-.4L  
4>99K$4K"'/M  Y#.*N(K$4K"'/M  Y#.*N(.6'(J3/4."63KL  D(>Y#.*N(Q.*=6A'-.4L 

(X) 3$47;B!$!4a.7;BG!#*0  3$4=;h"$  D(>3$49H$48I4;3:$4>99'Q4a.Y)$<Q.*=6A'-.4L  
4>99Q.*=6A'-.4L  4>99I$"Q.*=6A'-.4L  D(>4>99K$4K"'/M 

(_) 3$4946!$47;B3$4Kc$"3$4PLB#$"QA$**;1"QIE(.BF;</01O*)=^IE4>KIQL  !4a.O*).$7Q$BQ6B 
(%i) 3$4946!$47;B3$4B#$"3$49463$4!4a.3$4BH$'"6"I$"Y.I!")A<I$"!4a..IQL34'=a1.G!#*0

QA$*-).'"a1.I 
(%%) 3$4-4A7K.9D(>3$4E4>'*6"e(3$4Ej69;-6-$*"V<9$<  *$-43$4  !(;3'3PfL   

!4a.34>9A"3$4GB  g  4A*/;`IY#.3H$!"BB#$"QA$**;1"QIE(.BF;<Y.I4>99K$4K"'/M 

*$-4$ X '=a1.E4>V<5"LG"3$4'ER"D"A/$IKH$!4;93$47;B/H$"V<9$<!4a.D"AEj69;-6 
G"3$44;3:$QA$**;1"QIE(.BF;<Y.I4>99K$4K"'/MY.I!")A<I$"!4a..IQL34  QP>344*3$4 
.$74>98!4a.DKBI-;A.<)$I*$-4Z$"/$I'/QV"V(<0]̂1I'ER"/01<.*4;9'ER"3$4/;1AOEA)$'ER"*$-4Z$"/$I
'/QV"V(<0/01'5a1.ca.OB#OA#G"E4>3$M-$**$-4$  ,  B#A<3JOB# 

*$-4$ _ C84344*/$I.6'(J3/4."63KLGBOB#34>/H$VB<A6C03$4/01*03$44;3:$QA$**;1"QIE(.BF;<
Y.I4>99K$4K"'/MG"4>B;9/01'/0<9'/)$!4a.O*)-1H$3A)$*$-4Z$"QA$**;1"QIE(.BF;<Y.I4>99
K$4K"'/M-$*E4>3$M-$**$-4$  ,  ]̂1IOB#3H$!"BOA#KH$!4;94>B;9Y.IA6C03$4D99E(.BF;<G"3$4/H$
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C84344*/$I.6'(J3/4."63KL";`"  G!#ca.A)$C84344*/$I.6'(J3/4."63KLB;I3()$AOB#34>/H$-$*A6C03$4/01'5a1.ca.OB#
-$**$-4$  +2  D!)I=4>4$59;[[;-6A)$B#A<C84344*/$I.6'(J3/4."63KL  =.M.  +2\\ 

*$-4$ %i G"3$4/H$C84344*/$I.6'(J3/4."63KL-$*A6C03$4D99E(.BF;<-$*=4>4$53?:@03$"0`  
eN#34>/H$-#.IQH$"^Ic^I!(;33$4=a`"Z$"Y.I3$44;3:$QA$*(;9  3$44;3:$QA$*Q49c#A"  D(>3$44;3:$
KF$==4#.*G5#I$"  4A*/;`I-#.IEj69;-6-$*"V<9$<D(>D"AEj69;-6G"3$4QA9Q8*3$4Ej69;-6I$"D(> 
3$44;3:$QA$**;1"QIE(.BF;<Y.I4>99K$4K"'/MY.I!")A<I$"!4a..IQL34";`"B#A< 

*$-4$ %% G"34P0/01QP>344*3$4'!J"A)$!")A<I$"!4a..IQL34GB  !4a.K)A"I$"!"^1I 
K)A"I$"GBY.I!")A<I$"!4a..IQL34GB  *03$47;B/H$"V<9$<D(>D"AEj69;-6G"3$44;3:$QA$**;1"QI
E(.BF;<Y.I4>99K$4K"'/MVB<K.BQ(#.I3;9A6C03$4D99E(.BF;<-$*=4>4$53?:@03$"0`  
QP>344*3$4.$7E4>3$M'e<D=4)4$<5a1.!")A<I$"!4a..IQL34  !4a.K)A"I$"Y.I!")A<I$"!4a..IQL34";`"  

'=a1.G!#K$C$4P5"/4$9'ER"3$4/;1AOE3JOB# 
*$-4$ %+ G!#QP>344*3$4=67$4P$/9/A"!(;3'3PfL'301<A3;9A6C03$4D99E(.BF;< 

-$*=4>4$53?:@03$"0`D(>E4>3$M/01..3-$*=4>4$53?:@03$"0`  4A*/;`I3@!*$<.a1"/01'301<AY#.I  .<)$I"#.<
/834.94><>'A($K.IES";9D-)A;"/01=4>4$53?:@03$"0`G5#9;IQ;9  /;`I"0`  VB<=67$4P$c^IQA$*'!*$>K*
D(>QA$*K.BQ(#.I3;9'/QV"V(<0/01OB#*03$4=;h"$!4a.'E(01<"DE(IOE  D(>7;B/H$'ER"4$<I$"'K".-).
QP>4;Z*"-40'=a1./4$9-).OE 

*$-4$ %& G!#"$<34;Z*"-404;3:$3$4-$*=4>4$53?:@03$"0` 
 

eN#4;9K".I=4>94*4$5V.I3$4 
.F6K6/C6k  'A55$50A> 
"$<34;Z*"-40 
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!*$<'!-8  :-  '!-8e(G"3$4E4>3$MG5#=4>4$53?:@03$l9;9"0`  Qa.  '"a1.I7$3G"EU7789;"'/QV"V(<0K$4K"'/M

D(>3$4Ka1.K$4OB#'Y#$*$*09/9$/KH$Q;[-).3$4BH$'"6"3$4Y.I/;`IF$Q4;ZD(>F$Q'.35"  VB<*03$4/H$C84344*

/$I.6'(J3/4."63KL3;".<)$ID=4)!($<  7^IK*QA4K)I'K46*G!#*03$4946!$47;B3$4D(>4;3:$QA$**;1"QIE(.BF;< 

Y.I/4;=<LK6"K$4K"'/MG"3$4/H$C84344*/$I.6'(J3/4."63KL  '=a1.G!#*03$4<.*4;9D(>'5a1.*;1"G"Y#.*N(

.6'(J3/4."63KL*$3<61IY^`"  E4>3.93;9*$-4$  +2  D!)I=4>4$59;[[;-6A)$B#A<C84344*/$I.6'(J3/4."63KL   

=.M.  +2\\  9;[[;-6G!#C84344*/$I.6'(J3/4."63KLGB/01OB#34>/H$-$*A6C03$4D99E(.BF;</013H$!"BG" 

=4>4$53?:@03$D(#A  G!#K;""6:Z$"A)$'ER"A6C03$4/01'5a1.ca.OB#  7^I7H$'ER"-#.I-4$=4>4$53?:@03$"0 ̀


