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Healthcare Organization Concerns 

Patient Safety
Medical Device Behavior

Disruption
Ransomware

Data Breach
Personal Health Info

Inventory
Locating Medical Devices

Utilization
Maximizing Efficiency

Exposure
“The other side of the house.”
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Cybersecurity incident in Healthcare

MRI machine (and others) communicating with Command & Control in Russia.

Many WannaCry infected medical devices spreading across a flat open network.

Infusion pump compromised by malware while connected to patient.

X-Ray machines and others sending patient information and diagnosis unencrypted 
over the internet.

Medical crash carts being used to access Facebook, have accessed phishing 
websites.
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See Everything. 
Control and Secure Every Unmanaged Device.

• Detect all network 
assets

• Classify and profile 
devices of all types 
(IT, IoT, IoMT)

Asset Inventory Threat Detection Risk Management

• Monitor devices for 
abnormal or dangerous 
behaviors

• Alert/Respond to any 
unwanted or unexpected 
behaviors 

• Identify vulnerabilities 
that exist on each asset

• Provide risk assessment 
of every device based on 
device type, OS, 
applications, and 
behavior
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Ransomware attacked were 
launched by RaaS Groups in 
the last two years

60%

SOURCE FROM 
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• Security Awareness Training• System/Data 
Restoration Process

• Restoration by 
Prioritized

• Improve Security 
Measure (Hardening, 
Patching)

• Outside-in and inside-
out persistence 
investigation
• EDR deploy
• Analyze and 

consult

Mitigation and Response Guideline

• 6

Containment Eradication
Security

Enhancement

Remediation
Strategic

GovernanceRestoration

Investigation

• Detection and Analysis
• Consulting Response & 

Mitigation Plan

• Data Backup Planning & 
Implement

• Patch Management (Process 
& Tools)

• Inventory & Asset 
Management

• Principle of Least Privileged
• Threat Monitoring
• Periodic Vulnerability Scan

• Cloud Infrastructure Best Practices
• Secure Access (Domain Controller, MFA)
• Devices Policy Review

• Network Devices (Switch, WiFi, LB)
• Perimeter Devices (Firewall, IPS, Mail Gateway, SSL 

VPN)
• Endpoint Security

• Network 
Segmentation

• Incident Response Plan (CSIR) 
& Playbook

• Eradication in action

• Gathering Asset
• Prioritized 
• Golden Image Preparation
• Data Protection Review (DR, Backup plan)
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There is no bulletproof 
to cyber incident,
but we can … reduce the risk

Process & Policy

People

Technology
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Technology Investment : Million-Dollar Question

Lower Protection
Lower Defensibility Higher Defensibility

Security will always be 

“A CHOICE”

Higher Protection

SOURCE FROM 
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Technology Investment : Million-Dollar Question

How many days does it take us 
to patch the systems?

SOURCE FROM 

Vulnerable for Zero Days Vulnerable for Seven Days Vulnerable for 30 Days

30-Day Patching
For $1M per Year
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Technology Investment : Million-Dollar Question

This Is a Protection-Level
Agreement (PLA)

Making a decision based on a 
measurable level of protection.

30-Day Patching for 
$1M per year

Set a protection target.

Guide investment
to achieve

Value and protection.

SOURCE FROM 
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Cybersecurity Is A Journey, Not 
A Destination


