Saraburi Ransomware Attack

Leaning point

UNLLNNEARUER NHALUAST
HAIUILNISITINEUNARTELS
19 HNIAN 2566




ANIUNITUNITONLANA
ﬁzuug'm‘fl'ﬂﬂaiﬁwmwmﬂsz 3

Q

™. 8327 Tnw Ransomware danml
\

Tsansrvranseys

LIsuunouRanofsntng s

A ¢ F‘ / .
\ /
) \ \
.
| et 5 R =
snded 0,0 '
_ il o, o &
= - " e <
= R
N e~

Tsanprvraassyi

LrzuunouRainedsadod
‘ i X indan




=
astAanuLaa g

gaudayaie luarnnsaldeuls

Anaunugszilisudilne@aunayiaun

AFaguuang lusnisldla

9xULLATRAN/s UL INIANI @ un g lgaule




nantsaAszifdasduann 1halCERT

s T |

Hacker Administrator
account

Server

Ransomware

AueiARNNIADT




Policy

nannunms RCA

= = Y, =
® {uleUN8EaINITAILANNIT MNUIT UL ATUIAE

AN1TRAUNALLAZANNU DA

o Lidfiimmnulaune Tdiunasiny

N O

o

Hardware
Software

e Software 1ix License; ananns Update

e 915 Software uaz Hardware fa1iusa
N19Ua9nu




nannunms RCA

Syste m e Easy to use — Less Security
architecture

N O

¢ lyidnsunniiumAluaile — 1eans Admin

A U t h Orl ty T AN I PR TANTIARS PRy PRt

N3 NTSLI




Awareness
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NIST Framework

UfiRuan -Risk assessment
-Asset management

-Risk management
Strategy

NNUHEANLHNNNT

-Full Risk
assessment with
Penetrating test

-Revise Asset
management

-Basic Network -Log -BCP/IAP -Offline backup
access control -Next-gen Firewall

-Security Training -Anti-virus

program

-Next-Gen Firewall

protection

-Anti-Virus

-Multi-factors -Rental SOC, NOC  -Revise BCP/IAP -Backup Appliance:
Authentication -Network monitoring Isolated Recovery
-Per account/Per -XDR anti-virus anti Environment

Device Network malware

access control
-Data Encryption On

HIS
-Apply XDR Concept



